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THE USE OF INFORMATION TECHNOLOGY INDUSTRY 4.0 "INTERNET OF
THINGS" IN E-COMMERCE

Abstract. The purpose of the study is to analyze the features of the use of information
technologies in industry 4.0 "Internet of Things" in e-commerce. The study hypothesizes that the
use of Industry 4.0 technologies contributes to the development of modern marketing, data
analysis and ensures the security of transactions between consumers on online platforms, which
is a driver for the creation of innovative business models, which, in turn, ensure the effective
development of business and e-commerce.

The study determined that 10T technologies, big data and analytical capabilities have
become an integral part of the development of retail at the present stage. With technological
advances in a consumer-centric economic system, market participants can interact with
customers through more diverse and effective means. In addition, businesses in the economic
system can also optimize their operations and management, allocate and efficiently use resources
based on consumer demand and quickly and accurately meet the desired demand by offering
optimal goods and services. It is concluded that, as drivers of continuous innovation and
transformation of the retail industry, enterprises should consider the technological innovations of
Industry 4.0 with an open mind and actively apply them in their strategic transformations. That
being said, it is very important to invest in marketing as well as research and innovation in order
to achieve faster growth and a more solid position in the e-commerce market.

Modern business models of e-commerce with using Industry 4.0 technologies that
contribute to the development of modern marketing, data analysis and secure relationships
between consumers on online platforms are identified. Industry 4.0 technologies drive the
creation of innovative business models that enable the development of business.
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BUKOPHUCTAHHS IH(I)OE’MAIIII?’IHI/IX TEXHVO.JIOFIFI IHgWCTPIi 4.0
"IHTEPHET PEYEHN" B EJIEKTPOHHIA KOMEPIIII

AHoTanigs. MeTo0 JOCHiKEHHs O00paHO aHaii3 O0COOJMBOCTEH  BHUKOPHUCTaHHS
iHpopManiitHuX TexHoJorii iHaycTpii 4.0 "IHTepHeT peueill” B eNEKTPOHHINH Komepiii. VY
JOCII/DKEHHI BUCYHYTa TiloTe3a Hpo Te, L0 3acCTOCYBaHHs TexHousoriil Inmyctpii 4.0 cnpusie
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PO3BUTKY CYYaCHOTO MApKETUHTY, aHali3y HaHUX 1 3a0e3meuye Oe3leKy TpaH3aKIid Mik
CMOXHMBAuYaMH Ha OHJIAWH-TUIaTdOpMax, IO € JApaiiBepoM CTBOPEHHS IHHOBaLiHHUX Oi3Hec-
MOJIeNIeH, sIKi, B CBOIO 4epry, 3a0e3neuyioTh e(eKTUBHUI PO3BHTOK Oi3HECY 1 €IeKTPOHHOI
KOMePIIii.

VY pe3ynbTati AOCHiIKEHH BU3HAUYEHO, 10 TexHoJoril "[HTepHeTy pedeid", Benuki JaHi Ta
AQHATITUYHI MOJKJIMBOCTI CTQJIM HEBII'€MHOI0 YaCTHHOIO PO3BUTKY pPO3APiOHOT TOPriBii Ha
Cy4acHOMY eTami. 3aBIsKH TEXHIYHOMY INPOTpecy B €KOHOMIYHIA CHCTeMi, Opi€HTOBaHOI Ha
CTMOXHMBAYa, YYACHUKH PHHKY MOXYTh B3a€EMOJISATH 3 KII€HTaMH 32 JIOIOMOTOI0 OUIbII
PI3HOMAaHITHHX 1 €PEKTHBHHUX 3aCOOIB. Kp1M TOTO, HlIIHpI/I€MCTBa B €KOHOMIYHIH CHUCTEMi TaKOXK
MOXYTh ONTHMI3YyBaTH CBOIO JiSUTBHICTE 1 YIPaBIiHHS, PO3MOAUIATH 1 e(QEeKTUBHO
BUKOPHCTOBYBATH PECYPCH Ha OCHOBI CHOXKMBYOTO MOIMUTY i HIBUAKO Ta TOYHO 3aJI0BOJIBHATH
BHU3HAYCHUH TIOMUT 33 PaXyHOK MPOIO3UIil ONTUMAIBHUX TOBAPIB 1 MOCIYT. 3p00JIE€HO BUCHOBOK
mpo Te, 1o, Oyay4uu JapaiiBepamu Oe3nepepBHUX I1HHOBaLId Ta TpaHcdopmalii po3apiOHOT
IHAYCTpli, NIANPUEMCTBA TIOBUHHI pPO3TJISAaTd TexHojoriuHi iHHoBamili Iugyctpii 4.0
HEeyIepePKEHO 1 aKTUBHO 3aCTOCOBYBATH iX B CBOIX CTpaTEeTYHUX MepeTBOpEHHsX. [Ipu npomy
Jy’Ke Ba)XJIMBO IHBECTYBAaTH B MAapKETHHT, a TAKOX B JIOCIII/PKEHHS Ta IHHOBAIl1, 1100 JOMOTTHCS
OUTBII IIBUJIKOTO 3pOCTaHHS 1 3al{HATH OUIBII TBEPAY MO3UILII0 Ha PUHKY €1EKTPOHHOT KOMEPIIii.

BusiBneHo cywacHi 0i3Hec-MOJieNl €IeKTPOHHOI KOMEpIii 13 3aCTOCYBAaHHSIM TEXHOJIOTIH
Iapyctpii 4.0, mo cHOpUsIOTh PO3BUTKY CY4aCHOTO MApKETUHTY, aHalizy JaHUX 1 Oe3MeuHux
BIIHOCHH MDK CIOXWBadyaMu Ha oHinaH-tuiatgopmax. Texuosnorii Inayctpii 4.0 € apaiiBepom
CTBOPEHHS IHHOBAIIHHUX O13HEC-MOJIENEH, K1 TaI0Th MOKJIUBICTh PO3BUTKY O13HECY.

KurouoBi ciioBa: enekrpoHHa komepiis, '[HTepHeT pedel”, iHbopMalliiiHI TEXHOJOrII,
iHayctpis 4.0.

Introduction. With the development of wireless communications, devices and sensors,
Internet of Things (1oT) and other Industry 4.0 technologies are gaining popularity in logistics,
various industries, but primarily in e-commerce. As a result, all Industry 4.0 technologies have a
significant impact on the development of new information and communication technologies and
determine the vision and fundamental principles of the "smart enterprise”. Through the Internet
of Things, cyber-physical systems control physical processes, creating a kind of virtual copy of
the real world, and make decentralized decisions, interact with each other and people in real time
[1-5]. The Internet and digital technologies enable firms of all sizes to create innovative business
models and expand into new markets by expanding their scale. Innovative business models
streamline global value chains and supply chains, playing a key role in driving e-commerce
trends [6-8]. Leveraging Industry 4.0 advanced technologies such as the Internet of Things, big
data analytics and autonomous robotics transforms the supply chain management model from a
linear one, in which instructions are passed from supplier to manufacturer, distributor, consumer
and back, to a more integrated model in which information flows to all parts of the supply chain.
Information technology, human resources and data analytics play a key role in the strategy of
self-management of a company in the domestic and foreign markets, including security tools,
business processes and the professionalism of employees. As digitalization becomes more
widespread, its impact on the development of e-commerce is growing [9-11]. Automation has
dramatically improved the ability to track costs that determine product costs, customer margins,
and product profitability. Using loT technologies, it is possible to create an application or an
online platform, which includes an Omni-channel marketing data analysis solution that tracks the
demand for a product through understanding customer needs and ultimately helps to conduct
relevant promotions and adopt strategies aimed at increasing customer base.

Literary sources analysis and problem statement. Methodological and informational
basis of the work are scientific works, periodic publications materials, legal acts, the resources of
Internet. The results of the study of various aspects of the development of the concept of the
"Internet of things" and the problems of its implementation in real manufacturing are reflected in
a significant number of analytical reports of international organizations and in the work of
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groups of scientists [3; 8; 12-15]. At the same time, a few works of Ukrainian scientists were
implemented in the direction of research Industry 4.0 "Internet of Things" information
technology in e-commerce using [4; 5; 9; 16].

Formulation of the problem and the purposes. In the study, we will proceed from the
fact that the use of Industry 4.0 technologies contributes to the development of modern
marketing, data analysis and ensures the security of transactions between consumers on online
platforms, which is a driver for creating innovative business models, which, in turn, ensure the
effective development of international business and international e-commerce.

The purpose of the study is to analyze the features of the use of information technologies in
industry 4.0 "Internet of Things" in e-commerce.

Presentation of the main research material. As noted in the study [17, p. 129], the
volume of e-commerce in Ukraine is growing every year by 10-15% since 2014, which confirms
the rapid development of this area of trade in our country. Visually, the dynamics of growth of e-
commerce in our country for years 2014-2019 in value indexes (in comparable prices on
01.01.2014) is shown in Fig. 1. It should be noted that these figures generally correspond to the
global growth rate of e-commerce, and in some periods the growth rate in Ukraine is even ahead
of the world [6; 10].

35 A

30 o

20,6
27,1
23,9

25 - 21.2 M E-commerce

18 8 “ market
20 - 16,6 volume,

UAH billion

15 -
10 -
5 -4

0

2014 2015 2016 2017 2018 2019

Fig. 1. Ukrainian e-commerce market volume in 2014-2019, UAH billion
Source: author's own development based on [10; 11; 17]

The World Trade Organization (WTQO) Work Program on Electronic Commerce defines
electronic commerce as the production, distribution, marketing, sale or delivery of goods and
services by electronic means. In the context of trade in services, the WTO defines e-commerce
as: 1) providing of Internet access services; 2) electronic delivery of services; 3) the use of the
Internet as a channel for distribution services, through which goods and services are purchased
over the Internet, but then delivered to consumers in a non-electronic form [17]. Of these, only 3)
falls within the current definition of the OECD, but 1) and 2) will only count to the extent that
these services were provided via a computer network.As digital transformation accelerates, the e-
commerce landscape is becoming more dynamic. New business models have reshaped the buyer-
seller relationship and expanded the boundaries of online buying and selling. More and more
businesses buy and sell online around the world and the absolute value of the e-commerce
market is steadily increasing.

Removing uncertainty in the law and the creation of favorable business-environment will
help small firms to trade on the international e-commerce market. However, analysts identify
four specific areas in which government policies were considered to potentially restrict e-
commerce to intangibles. Each component is limited by country policies and may change the
final price of the product due to fees, fines or transit fees. In e-commerce, it is imperative that
these costs are continuously recorded and accumulated using a costing application that tracks
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transaction points in international logistics. Automation has vastly improved the ability to track
and analyze the costs that drive the global value chain and product profitability.

The colossal success of e-commerce sales is the catalyst for major changes in the way
global businesses manufacture, sell and promote products to increase consumer demand. To
ensure the successful operation of transnational corporations (TNCs), automated technological
changes are required to provide the necessary functions for electronic commerce [15].
Technological change and innovation in business models are constantly changing the e-
commerce landscape.

To track the development trends of an e-commerce company, it seems appropriate to pay
attention to the following: 1) firms participation refers to the percentage of e-commerce firms; 2)
turnover reflects the percentage of total turnover that e-commerce firms bring to the market; 3)
directly the global e-commerce market in dynamics [18].

The share of e-commerce in total trade turnover can be large if: 1) there are a large number
of e-commerce companies on the market; 2) a small number of e-commerce firms account for a
large share of the total market.

E-commerce trends, including through innovative business models, play a key role in
driving innovation in e-commerce. The Internet and digital technologies enable firms of all sizes
to enter and expand new markets, enabling them to grow, scale and benefit from knowledge
diffusion as it becomes easier for them to participate in global value chains.

E-commerce facilitates cross-border trade, enhances consumer convenience and allows
firms to enter new markets. Progressing in the e-commerce market requires constant
improvement in the diversification of the company's goods and services based on innovative
technologies, since continuous progress and adaptability are one of the reasons for the
competitive efficiency and complexity of e-business [6-10].

New and emerging Industry 4.0 digital technologies in business models are pushing the
boundaries of e-commerce in effective ways. For example, online payment innovations are
unlocking the potential of e-commerce by promoting secure online transactions between
unknown parties. Such innovations make e-commerce more convenient and easier to trade
online. Likewise, innovations that enable new businesses to engage in e-commerce can
contribute to the global expansion of online commerce.

"Industry 4.0", or the fourth industrial revolution, is the integration of links in the industrial
production chain using "the latest information and communication technologies.” It can be
defined as a set of technologies and concepts to form a global value chain that connects cyber-
physical systems, the Internet of Things and the Internet of Services. Each of the "industrial
revolutions” is usually characterized by a set of typical technologies [3-5; 16].

At the moment, the "Internet of Things" is gaining popularity in logistics, various
industries, retail and pharmaceuticals, agriculture. The role of 10T data as a central component in
today's digital world revolves around the way data is collected and analyzed, how quickly
information is collected, feedback, and reuse [1; 2; 15].

To achieve the effect of the application of the "Internet of Things" technology, the
enterprise must not only collect data from existing devices, but also carry out subsequent
analysis to ensure their integration with systems and processes, which will allow searching and
implementing new methods of creating value.

Sensors and mechanisms embedded in objects or devices are linked through wired and
wireless networks and use the same Internet Protocol (IP). These networks produce huge
amounts of data that are transmitted to computers via a virtual cloud (cloud) for analysis,
automatically interacting with each other and simultaneously managed by the loT platform.
Thus, production processes are monitored, which increases efficiency.

Results and Discussion. Industry 4.0 e-commerce business models are driving global
commerce by creating convenience for consumers and enabling companies to enter new
international markets. The development of the e-commerce market requires constant
improvement in the diversification of the company's goods and services based on innovative
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technologies, since continuous progress and the ability to adapt are one of the prerequisites for
increasing the competitiveness of e-business.

Online platforms operate both as a stand-alone retail marketplace and as a provider of
digital marketplaces that bring online consumers together and create a diversified marketplace.
As multi-sided markets, online platforms are more profitable on both sides of the market, and the
economic benefits come from the scale of e-commerce thanks to the established communication
mechanisms between consumers.

Many companies are actively innovating in e-commerce business models and are using a
range of Industry 4.0 digital technologies, including artificial intelligence, blockchain, the
Internet of Things, and autonomous delivery devices such as drones and robots. On the basis of
these technologies, developed mechanisms to create a business model — new payment
mechanisms (mobile money and digital wallets), security and trust mechanisms (digital
identification, minimum quality standards, insurance, systems for analyzing and maintaining
reputation: smart contracts, etc.), mechanisms of interaction in the international market (trust
mechanisms, marketing and advertising, logistics, packaging and storage, customer service in
foreign languages, customs clearance) are the drivers of the growth of e-commerce in world
trade. The e-commerce business model, based on Industry 4.0 technologies, is an important
concept that helps to structure and translate the company's strategy to the operational level, and
therefore increase the likelihood of achieving the company's strategic goals. The OECD e-
commerce guidelines state that firms must disclose to consumers "general terms, conditions and
payment methods, including recurring payments such as automatic re-purchases and renewals,
and how to opt out of such agreements” [19]. The Industry 4.0 value creation model creates the
foundation of the digital economy that allows consumers, merchants, retail vendors, other
businesses, third-party service providers, and strategic partners to interact with each other [20].

Conclusions. 10T technologies, big data and analytic capabilities have become an integral
part of retail development today. With technological advances in a consumer-centric ecosystem,
market participants can interact with customers through more diverse and effective means. In
addition, businesses in the ecosystem can also optimize their operations and management,
allocate and efficiently use resources based on customer demand, and meet the desired demand
quickly and accurately by offering optimal goods and services. The future development of retail
technology will become even more focused after significant investment and trial and error
strategies. More integrated solutions will emerge in the early stages, and the digital expansion of
retail opportunities will accelerate. As drivers of continuous innovation and transformation in the
retail industry, businesses must view the technological innovations of Industry 4.0 with an open
mind and actively apply them in their strategic transformation.

In addition to trying to diversify goods and services, companies need to focus on reducing
their dependence on the Chinese market in order to achieve faster and more dynamic growth in
the long term. For this, it is important to invest in marketing as well as research and innovation
in order to achieve faster growth and take a more solid position in the international e-commerce
market. The scientific hypothesis has been confirmed. Modern business models of e-commerce
with using Industry 4.0 technologies that contribute to the development of modern marketing,
data analysis and secure relationships between consumers on online platforms are identified.
Industry 4.0 technologies drive the creation of innovative business models that enable the
development of international business and international e-commerce.
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